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SYNOPSIS
Companies engaged in interest-based advertising (IBA) must comply with the Digital
Advertising Alliance’s (DAA) Self-Regulatory Principles (DAA Principles).1 Any operator of a
website (a first party)2 that allows unaffiliated entities (third parties)3 to collect visitors’ web
browsing data for IBA must comply with the enhanced notice requirement of the DAA
Principles. Specifically, under section II.B. of the OBA Principles, first parties must post a clear,
meaningful, and prominent link to a disclosure on any web page through which IBA data is
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Principles), the Application of Self-Regulatory Principles to the Mobile Environment (Mobile Guidance) and the
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collected. This disclosure should explain the IBA activity occurring on the first party’s site,
provide consumers with a means to opt out of IBA, and state the website’s adherence to the DAA
Principles. Additionally, covered companies must comply with section V. of the OBA Principles,
also known as the Material Changes provision, if they apply any material change to their IBA
data use policies or practices.
COMPANY STATUS
Ledbury Inc. (Ledbury) is a clothing company headquartered in Richmond, Virginia.4
INQUIRY
This case arises from the Accountability Program’s regular monitoring activities. During our
review of websites for compliance with the DAA Principles, we observed that Ledbury’s website
(https://ledbury.com/) appeared to allow third parties to collect users’ data for use in IBA without
providing enhanced notice to these users as required under the OBA Principles. This prompted a
full examination of Ledbury’s compliance with all applicable requirements of the DAA
Principles.
The Accountability Program first looked for an enhanced notice link on the Ledbury website. At
the time of our review, we located a link in the company’s website footer entitled “Privacy
Policy.” When clicked, this link directed us to the top of the webpage containing the company’s
privacy policy and a terms and conditions document. We then looked for a link, separate from
this “Privacy Policy” link, that would direct us to a disclosure of the third-party IBA activity
occurring on the Ledbury website. However, we could find no such link.
We then manually searched the Ledbury privacy policy and terms and conditions page for the
presence of a compliant IBA disclosure. Scrolling through this page, we found that Ledbury did
not provide a description of the third-party data collection occurring on its website that would
satisfy the notice requirement of the OBA Principles. Though the privacy policy included a
section that explained that Ledbury may collect “Browsing Information” including “cookies” in
order to “assess shoppers’ experiences and modifies (sic) the site to enhance the offering to
customers” and for “Site administration as well as to understand Site use,” it made no mention of
IBA. Neither this language nor any other language we found on the Ledbury website appeared to
constitute a compliant disclosure of third-party IBA. Further, we did not locate either a link to an
industry developed opt-out page or a list of third parties with corresponding opt-out links.
Finally, Ledbury’s disclosures did not include a statement of the company’s adherence to the
DAA Principles.
During our review, the Accountability Program also located language in Ledbury’s disclosures
stating the following:
We reserve the right to change our Privacy Policy and our Terms of Use at any
time. Non-material changes and clarifications will take effect immediately, and
material changes will take effect within 30 days of their posting on this site. If we
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make changes, we will post them. If we make material changes to this policy, we
will notify you here, by email, or through notice on our home page.5
This language did not specify whether Ledbury would apply future material changes
retroactively to data previously collected under earlier versions of its privacy policy. This
ambiguity raised a possible compliance issue under the Material Changes provision of the OBA
Principles.
Following our review, the Accountability Program sent an inquiry letter to Ledbury detailing
these issues in order to bring the company into compliance with the DAA Principles.
ISSUES RAISED
I.

Enhanced notice of website data collection for IBA

First-party duties under the OBA Principles are set out in section II.B. According to this section,
if first parties allow third parties to collect visitors’ browsing data for use in IBA on their
websites, or if they transfer such data to third parties for tailoring ads on non-affiliate websites,
they must provide consumers with appropriate transparency and an opportunity to exercise
control over IBA.6 A first party must include a disclosure somewhere on its website that
describes the IBA activity occurring there.7 This disclosure must contain either a link to an
industry-developed consumer choice page (such as http://aboutads.info/choices) or a list of every
third party conducting IBA activity on the first-party website.8 Additionally, a first party must
state its adherence to the DAA Principles on its website.9
Most significantly, the OBA Principles require first parties to provide consumers with real-time
“enhanced notice” when third parties are collecting or using data for IBA on a first party’s
website. This real-time indicator must be in the form of a “clear, meaningful, and prominent”
link that directs consumers to the first party’s IBA disclosure, not just to the top of a privacy
policy.10 In addition, this link must be distinct from the company’s privacy policy link and must
appear on every page where data collection or use for IBA occurs on the first party’s website.
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The link may be provided directly by the first party or by one of the third parties active on its
website.11
Enhanced notice provides consumers with two benefits. One, the enhanced notice informs
consumers of the fact that third parties are engaged in IBA on a website. Two, by linking directly
to a disclosure that describes the IBA activities occurring on that website and providing a method
by which consumers can exercise choice, enhanced notice serves as a bridge to relevant
information consumers need at precisely the time they need it. By drawing attention to this
otherwise invisible background activity in real time, explaining it in plain language, and
providing one or more choice mechanisms, enhanced notice helps consumers understand IBA
and empowers them to make choices about the use of their data for IBA.
II.

Material changes provision

Under section V. of the OBA Principles, covered entities should acquire users’ consent before
making material changes to their IBA data use policies or practices.12 Specifically, a company
must obtain opt-in consent if (1) it makes a material change to its IBA practices resulting in more
expansive uses of data than previously disclosed to the user, and (2) the company applies this
material change retroactively to data previously collected from the user under an earlier version
of its privacy policy. Consent is defined in the OBA Principles as “an individual’s action in
response to a clear, meaningful, and prominent notice.”13
COMPANY RESPONSE AND ANALYSIS
I.

Enhanced notice of website data collection for IBA

Ledbury responded to our inquiry by conducting a thorough review of its compliance with the
DAA Principles. The company worked with the Accountability Program to revise its privacy
disclosures, embracing the requirements of the DAA Principles. To reach full compliance,
Ledbury also added an enhanced notice link labeled “Interest-Based Ads Policy,” separate from
its “Privacy Policy” link, on each page of its website through which third parties collect
information for IBA. This link takes users directly to a dedicated webpage which describes thirdparty IBA activity occurring on the Ledbury website and provides a link to the DAA’s
WebChoices page.14 This webpage also includes a statement of adherence to the DAA Principles.
These actions resolved the compliance issues under section II.B. of the OBA Principles.
II.

Material changes provision

To resolve the compliance issue under the material changes provision, Ledbury amended its
privacy disclosures to make clearer to consumers that they may be presented with choices about
certain changes to the company’s data collection and use practices for IBA. Ledbury confirmed
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that its business practice is not to apply material changes to its IBA activity retroactively to
previously-collected data. These actions resolved Ledbury’s compliance issues under section V.
of the OBA Principles.
CONCLUSION
Today’s case continues the Accountability Program’s mission to ensure that enhanced notice is
provided to users across the web. We have spent considerable effort both in educating first
parties and bringing related enforcement actions. In part this has been to dispel a common
misunderstanding: namely, that the DAA Principles apply only to third-party advertising
companies. Another reason, of course, is that first parties are the conduit to consumers, the
junction between the deeper machinery of digital advertising and quotidian physical reality.
Given their position, these companies must police their own privacy practices to ensure that
consumers receive notice and choice about third-party IBA activity. This is as true for direct-toconsumer startups as it is for major online publishers. The Accountability Program urges new
direct-to-consumer companies to follow the example set by Ledbury, which worked swiftly to
reach compliance with the DAA Principles and now provides consumers with robust notice of
IBA activity. We appreciate Ledbury’s hard work in reaching compliance and its evident
commitment to digital advertising privacy standards.
COMPANY’S STATEMENT
Ledbury strongly supports the OBA Principles and is committed to maintaining responsible
online advertising practices that are consistent with legal and self-regulatory requirements. We
appreciate the Accountability Program’s guidance to ensure that we achieve compliance with the
DAA Principles.
DISPOSITION OF DECISION
Practices voluntarily corrected.

Jon M. Brescia
Director, Adjudications and Technology
Online Interest-Based Advertising Accountability Program
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